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| Introduction:

With the advent of the Internet and
computer technology, today’s students
enjoy access to every corner of the
globe. Communicationsthat once took
weeks are now literally instantaneous.
It isaworld far different from the one
most school administrators grew up in.
In most cases, it is an area where the
knowledge of students far exceeds that
of teachers, administrators and school
board members.
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However, itisimperativethat school
officials, especially school administra-
tors, keep up to date on the latest devel -
opments in technology. Although the
Internet is an invaluable research and
learning tool, there is a tremendous re-
sponsibility on schoolsto scrutinize how
students and staff use school comput-
ersand e-mail systems. Each day seems
to bring new regulations and lawsuits,
as legislatures and courts try to keep
pace with technology.

The purpose of thisarticleisto bring
school administrators up to date on the
legal and practical aspects of monitor-
ing and regulating computer use within
the schoolhouse gates. The material
below takes adetailed look at the ability
of schools and school districts to regu-
late the use of school computers and
el ectronic communications by both stu-
dentsand staff members and the duty to
safeguard school records and property
that are stored via computer databases.

1. Schools, Webstesand
ElectronicCommunications

a. TheAbility to Regulate School
Websites

Schoolsenjoy agreat deal of author-
ity when it comes to regulating school
created and maintained websites. If the
website is indeed solely maintained by
theschool or district, aclosed forum may
be created, whereby the website may be
used solely for school purposes. (See,

e.g., Hazelwood School District v.
Kuhimeier, 484 U.S. 260 (1988) (aschool
enjoys full editorial control over a
school-maintained and sponsored stu-
dent newspaper). However, muchlikethe
use of aschool’s grounds and facilities,
a school may open up the use of its
website to non-school related groups
and to the public.

Once a school decides to open its
website to use by outside groups, al
similarly situated groups must be
granted the same opportunities. For ex-
ample, if a school alows alocal civic
group to post an event announcement
to the school’s website, al other com-
munity groups, whether or not they com-
port with the school’s educational mis-
sion, must be allowed to post announce-
mentsfor their events. (See, e.g., Good
News Club v. Milford Central Schoal,
533 U.S. 98 (2001) (onceaschool opened
its doors to local community groups, a
local religious group could not be de-
nied use of the school’s facilities) and
Perry Ed. Assn. v. Perry Local Educa-
tors' Assn., 460 U.S. 37 (1983) (whena
school alowed one union access to the
teachers’ mailboxes, all other unions
must also be granted similar access).

Additionally, the federal Equal Ac-
cess Act providesthat student religious
organi zations must be granted the same
access to school facilities as other stu-
dent organizations, unless the school
specificaly limitsaccessonly to curricu-
lum related student organizations. (20
U.S.C. 4071). The same principals un-



doubtedly apply to school website use
by student groups.

In light of the above discussion,
schools would be wise to specifically
delineatetheir policy for school website
use. Schools may limit the use of the
school’swebsiteto school related mate-
rials and events (creating a closed fo-
rum), limit the school website to use by
student groups (creating alimited-open
forum) or allow the website to be used
by all community groups (creating an
open public forum). Additionally, con-
sistent with the Hazelwood decision,
students should be told that the school
has final editorial authority whenever
students are given school credit for de-
signing, editing or updating the school’s
website.

h. The Constitutionality of Internet
Filtering Software

The use of Internet filters is one of
the most hotly debated topicsinthearea
of technology law. Themain debate fo-
cuses on whether such filtering mecha
nisms are a form of censorship and un-
dermine constitutionally protected free
speech.

Thefilter debate has been fueled by
thefederal Children’sInternet Protection
Act (CIPA), which requires that, as a
condition of receiving certain federal
funds, public school districtsand librar-
ies have filtering software on all com-
putersby July 1, 2002. (Public Law 106-
554, codifiedat 20U.S.C. 3601, 20U.S.C.
9134 and 47 U.S.C. 254(h)). TheActwas
recently challenged asit appliesto pub-
liclibraries, and wasinitialy held to be
an unconstitutional infringement on the
First Amendment. However, on June 23,
2003, the United States Supreme Court
reinstated the Act asitisappliesto pub-
liclibraries. The Court stated that in or-
der to fulfill their educational and cul-
tural roles, librariesmust have broad dis-
cretion to decide what materialsto pro-
vide to their patrons. Also key to the
high Court’s 6 to 3 decision wasthefact
that the filters could easily be disabled
for research and other legitimate pur-
poses. (United Sates v. American Li-
brary Association, Inc., _ U.S. |
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Docket No. 02-361 (2003)).

The Children’s Internet Protection
Act has never been challenged as it ap-
pliesto public schools. However, the Su-
preme Court’s American Library Asso-
ciation decision would seem to invali-
date any remaining questions of the
Act’s constitutionality as it applies to
educationa facilities. Likelibraries, the
mission of public schoolsisprimarily one
of education. Just aslibrarieschoose not
to make every book availableto patrons
in order to keep with their mission,
schools must meet similar educational
obligations to their students.

Public schools seem to have even
moreauthority to restrict content on com-
putersthat are located within the class-
room. Inal1982 case, the United States
Supreme Court ruled that school officials
may not remove books from a public
school’s library simply because they
find the books distasteful or dislike the
message contained therein. However,
the Court took great care to distinguish
therelative openness of school libraries
as compared to the classroom, where
school officials enjoy almost complete
authority to regulate curriculum. (Board
of Education, Island Trees Union Free
School District No. 26 v. Pico, 457 U.S.
853(1982)).

At the same time in which schools
are subject to lawsuits for censorship,
othershave been under scrutiny for fail-
ing to protect children from the harmful
effects of the Internet. In light of the
current debate on Internet filters, one
might ask how schools might meet their
obligationto protect studentsfrom harm-
ful information found in cyberspace,
while at the sametimekeep from violat-
ing First Amendment guarantees. The
following tips are designed to assist
school officialsin maintaining adequate
security and preserving student rights:

1 Internet filters are not a substi-
tutefor schoolsdiligently moni-
toring student computer and
Internet use. Students should
always be appropriately moni-
tored to make sure they are
complying with the school’s

Acceptable Use Policy and
other schooal rules.

2 When filters are used, the
school should develop afilter-
ing policy that is tied to stu-
dent safety and the Children’'s
Internet Protection Act. It is
essential that all school policies
are elucidated before they are
challenged.

3. School personnel should be
given flexibility to determine
what Internet material isoffen-
sive given the age of the stu-
dents and other appropriate
standards.

4. All filtering devices should
have amechanismto disablethe
filtering software for bonafide
research or other lawful pur-
pose, provided the student or
staff member has prior permis-
sion from the appropriate ad-
ministrator.

c. File-Sharing

File-sharing programs allow people
to sharefileswith otherson the Internet.
Although the concept of being able to
sharefileson thelnternetisanoble one,
the process and the content involved in
file-sharing have many pitfalls for
schools. To understand the pitfalls that
file-sharing holds for schools, it isim-
portant to know more about how thefile-
sharing programs operate.

A number of software programs are
availablethat facilitatethefile-share pro-
cess, such asKazaa, Morphea, Limewire
and WinM X, to mention afew. If astu-
dent, or staff member, loads afile-shar-
ing software program on a school com-
puter, it allows the user and the other
clientsthat are a part of the file-sharing
network to access all filesthat are resi-
dent on the file-sharing network’s com-
puters. It also allows the file-sharing
network to utilize the client’s computer
to help run thefile-sharing network, sig-
nificantly degrading the function of the
overal loca area network due to the
Internet traffic that file-sharing creates.

Secondary considerations related to
file-sharing involve the appropriateness




of content of the file-sharing and copy-
right considerations related to that con-
tent. File-sharing, depending on the
configuration of your network, may al-
low for inappropriate material to be
downloaded or accessed by students or
gaff. Inaddition somefile-sharing down-
loads may be an infringement of copy-
right laws that could result in financial
penalties for the school district.

To guard against the pitfalls of file-
sharing, schools need to take preemp-
tive steps. File-sharing by studentsand
staff should not be allowed, asexplicitly
stated in the district’s acceptable use
policy. A school district’slocal areanet-
works (LANS) should be equipped with
softwarethat monitorsInternet traffic to
detect any file-sharing withinthe LAN.
Finally, school district policy should
address software file-sharing down-
loads and copyright violations.

d. FERPA and Confidentiality
The creators of the federal Family
Educational Rights and Privacy Act, or
FERPA, most certainly never contem-
plated the advent of cyberspace. (20

must carefully examine the method in
which they store electronic records.
Such records should be protected with
a password and only those individuals
with a need to know should be allowed
access. Additionally, schools should be
aware that a student record may be cre-
ated when a student visits a website
using a school computer. Often times
anindividual transmitspersonally iden-
tifiableinformation to thewebsite owner
simply by visiting asite. To date, fed-
eral officialshave not issued any guide-
lines on how to address this situation.
(Howie, Margaret-Ann F., The Legal
Connection: Navigating Technology
Issuesin Your Schools, 1:13, LRP Publi-
cations, 2001).

Also under FERPA, schools may re-
lease certain directory-typeinformation
to the public without parental consent.
Suchdirectory information generally in-
cludes a student’s name, address, tele-
phone number and field of study. (20
U.S.C. 12329(5)(A)). However, schools
should take great care when posting di-
rectory information to the school’'s
website. As compared to a newspaper,

AUPs serve not only to protect schools from

liability, but place students and staff on notice

as to rules, regulations and expected conduct.

U.S.C. 1232g). However, the Act’'sim-
pact on the storage and maintenance of
student records is enormous. Essen-
tially, FERPA providesthat, with limited
exceptions, student records must be kept
strictly confidential and can only bere-
leased to individuals with a legitimate
educational interest unlessachild'spar-
ent otherwise consents. Student record
isfurther defined as any document that
personally identifies a student and is
maintained by the school, no matter
where that record is stored. (20 U.S.C.
12329(4)(A)).

Giventhe above definition of student
record, schools and school districts

whichisprimarily local in nature, infor-
mation on the World Wide Web can be
accessed by any person an any time.

I11. Guidelinesfor Acceptable

UsePalicies:

Acceptable Use Policies, or AUPs,
areanimportant element of any school’s
technology planning. AUPSs serve not
only to protect schoolsfrom lighility, but
place students and staff on notice as to
rules, regul ations and expected conduct.
AUPsdiffer dramatically in their scope
and depth. Listed below are essential
considerationsin the devel opment of an

AUPfor your school or district:

1 Scope of Use: Each school or
district must determine what
scopeof useit will allow for stu-
dents and staff. Most districts
do not alow either students or
staff to have unlimited access
to the World Wide Web and in-
clude a statement in their AUP
that Internet and e-mail are
solely for educational pur-
poses.

2. Rules for Usage: Any good
AUP for both staff and stu-
dents states that Internet and
e-mail useisaprivilegeand not
aright, and that a violation of
the AUP may result intermina-
tion of usage and/or appropri-
ate discipline. The school’s
rules should also be clearly
listed so asto provide adequate
notice. Additionally the appro-
priate discipline policy should
beincorporated by reference so
as to allow the school the full
range of disciplinary options.

3. Prohibited Uses: The AUP
should contain astatement that
the school condemns any ille-
gal use of the school’s com-
puter system, including the pi-
rating of software, hacking,
copyright violations, harass-
ment or threats, defamation and
thelike. Schoolsarealsowise
to consider the following pro-
hibited activities: use of ob-
scenities, viewing or download-
ing pornographic materials,
sharing account information or
attempting to use another
person’s account, file-sharing
or downloading file-sharing
programs, harming school prop-
erty, attempting to bypass or
bypassing the school’ sfiltering
system or participating in any
other activity that is detrimen-
tal to students, the school or
school officias.

4. Liability: The AUPshouldin-
clude a provision that the
school does not guarantee the
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reliability of the data connec-
tion and does not verify the ac-
curacy of information found on
the World Wide Web.

5. Property / Privacy Statement: A
statement should be included
inthe AUPthat all information
sent or received from a school
computer, including e-mail, are
school district property, should
not be considered confidential
and may be accessed by school
personnel at any time.

6. Training Sessions: Some
schoolshave experimented with
mandatory training sessionsfor
both students and staff before
allowed access to the Internet
or assignment an e-mail ad-
dress.

7. Agreement Provision: Itisrec-
ommended that both students
and staff sign adocument indi-
cating that they have read and
understand the appropriate
AUP and agree to abide by the
terms and conditions contained
therein. Students and staff
should also agree in writing to
indemnify the school or district
against any losses or damages
that occur out of violations of
the AUP.

8. Parent Permission Formfor Stu-
dent Use: Many schools also
require parent approval before
students are allowed to use the
Internet or the school’s e-mail
system. Itisrecommended that
any parental permission slip
also contain a statement
whereby the parent agrees not
to hold the school, district or
school personnel responsible
for any material the student ac-
cesses or transmits via the
school’s computer system.
(See, inpart, Dipietro, Rosann,
School Lawsin Massachusetts,
Exhibit 10A, Mass. Continuing
Lega Education, Inc., 2003).
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|V. Sudent and Saff
E-Mall U

a.E-Mail Useln General

A growing number of students and
school staff members have electronic
mail or e-mail addressesthat are routed
through the school or district’stechnol-
ogy network. Furthermore, many stu-
dents and staff members are able to ac-
cesstheir respectivee-mail accountsfrom
home computersor other computersthat
areoff of school property. Thisuseof e-
mail has created two primary concerns
for schools and school districts: user
privacy and sexual harassment through
the school or district’se-mail server.

b. User Privacy and theElectronic
Communication Privacy Act

Any discussion of e-mail privacy in
schools starts with the Electronic Com-
munications Privacy Act, or ECPA.
Adopted in 1986, the Act is part of the
federal wiretapping statutes and deals
with the way schools and other entities
monitor electronic mail. (18 U.S.C. 2510,
et. seq.). Specifically, the Act makesita
criminal offense to intercept electronic
mail while such mail isintransit.

There have been at least two impor-
tant federal appellate court decisionsthat
have provided clarity to the Act as it
applies to schools. In Seve Jackson
Games, Inc. v. U.S Secret Service, the
fifth district appellate court held that
Congress did not intend for “intercept”
under the Federal Wiretap Act to apply
to “electronic communication” when
those communicationsarein “electronic
storage” within the provider’s system.
(36 F.3d 457 (5th Cir. 1994)). Addition-
ally, in Pollock v. Pollock, the sixth fed-
eral circuit held that aslong as a parent
or guardian has a good faith basis for
believing that it isin the best interest of
the child, the parent or guardian may vi-
cariously consent on behalf of the child
to the recording of atelephone conver-
sation. (154 F.3d 601 (6th Cir. 1998)).
Many school law experts believe that
the Pollock decision would naturally
extend to student e-mail.

However, despite the latitude
granted to school officiasin viewing staff
and student e-mail, students and espe-
cialy staff may still have a reasonable
expectation of privacy in their e-mail
communications. (See, e.g., O’ Connor
v. Ortega, 480 U.S. 709 (1987) and Vega-
Rodriguezv. United Statesv. Smons, 29
F. Supp. 2d 324 (E.D. Va. 1998) (both dis-
cussing employee Fourth Amendment
rights in the workplace of a public em-
ployer). Therefore, schoolsarewiseto
takethefollowing steps: clearly outline
that thereisno expectation of privacy in
e-mail communicationsthat are accessed
or delivered through the school or dis-
trict network, allow school officias to
access e-mail communications at any
timeand limit e-mail useto school pur-
poses. These steps are most effectively
taken through the acceptable use palicy.
Staff membersand students (along with
their parents) should always sign acopy
of the AUP or documentation acknowl-
edging the aforementioned privacy
waiver.

¢. Sexual Har assment through E-mail

Schools and school districts have
seen increased liability in the cases of
employer to employee, employeeto stu-
dent and student to student sexual ha
rassment. The use of e-mail has pro-
vided another avenue for sexual harass-
ment and hasincreased the responsibil-
ity of educational institutions to deal
with this problem.

Most cases of sexual harassment
against schoolsand districtsare brought
infederal court under either Title V11 of
theCivil RightsAct of 1964 or Titlel X of
Educational Amendmentsof 1972. Title
VII provides, in part, that it is unlawful
to discriminate against someone in an
employment capacity because of the
person’srace, color, religion, sex or na-
tional origin. (42U.S.C.2000e-2). This
statute protects employees from sexual
harassment from supervisors or other
employees. Inorder for adistricttoin-
cur liability, thevictim of the harassment
must show that the harassment was
done under the guise of employment and
that the district knew about the situa-




tion - or should have known - and failed
to take reasonable action. (See,
Faragher v. City of Boca Raton, 524 U.S.
775(1998)).

Title IX protects students and pro-
vides, in part, that no person on the ba-
sisof sex may be denied the benefits of
or participation in the educational pro-
cess. (20U.S.C. 1681). Inorder for liabil-
ity to ensue against the school or dis-
trict, thevictim must show that the sexua
harassment was objectively offensive,
that the school or district had actual
knowledge of the situation and that the
school or district acted with deliberate
indifferenceinfailing to diffusethesitu-
ation. (See, Davis v. Monroe County
BOE, 526 U.S. 629 (1999) and Gebser V.
Lago VistaInd. School District, 524 U.S.
274(1998)).

Inlawsuits brought under either Title
VIl or Title IX, the law imposes on the
victim the burden of proof. What con-
stitutes constructive or actual notice by
the school or district isfrequently asub-
ject of litigation. Written e-mail commu-
nications presented to school officials
may aid in establishing such notice,
whether actual or constructive. The
victim's continued receipt of such ha-
rassing e-mail through the school or
district’s network may further establish
that the school or district failed to take
the appropriate action. (Conn, Kathleen
and Zirkel, Perry A., Legal Aspects of
Internet Accessibility and Use in K-12
Public Schools: What Do School Dis-
tricts Need to Know?, 146 Ed. Law Rep.
1, 27, West Publishing, 2000).

V. Disciplinefor Computer
Misuse

a. Disciplinefor Misuse of
School Computers

As discussed above, schools gener-
ally enjoy theahility tofully regulatethe
use of school computers. Schools must,
however, take careto assuretheright to
discipline students and staff for misuse
of school computers. The AUP should
specifically state that the use of school
computers is a privilege — not a right.

Prohibited uses should be specifically
spelled out and the appropriate disci-
plinary policies should be incorporated
by reference.

b. Home-Based Websites
and Discipline

Perhapsthemogt difficult areaof tech-
nology law is the ability of schools to
discipline a student or staff member
when that individual uses their home
computer to disparage the school or con-
vey threats to students, staff or school
officials. Students and staff certainly
have increased First Amendment rights
when using home computers, but these
rights are not without limitations.

In order to disciplineastudent or staff
member for speech conveyed on their
home computer, three elements must be
present: (1) there must be a connection
or relation-back to the schooal, (2) the
student or staff member’s actions must
have violated alegitimate school policy
or law, and (3) the school must, after a
thorough investigation, show asubstan-
tial disruption to the educational pro-
cess or alegitimate safety concern.

The courts have addressed several
casesdealing with off-campusdiscipline
of students. In Beussink v. Woodland
R-1V School Didtrict, a student devel-
oped a home website that referred to
school staff in vulgar terms and invited
viewers to express their own thoughts
regarding the school. Using the “mate-
rial and substantial disruption test” elu-
cidated in Tinker v. Des Moines Inde-
pendent School District, the court found
that the school’s discipline of the stu-
dent violated his First Amendment
rights. Specifically, the court held that
schooal officialsoverreacted and that dis-
pleasure with content, absent more, is
not enough to impose discipline. (30 F.
Supp. 2d 1175 (E.D. Mo. 1998); seeal so,
Emmett v. Kent School District NO. 415,
92 F. Supp. 2d 1088 (W.D. Wash. 2000)
(holding that absent an actual threat, a
school could not impose discipline
against a student for comments on his
homewebsite).

However, in J.S v. Bethlehem Area
School District, a court upheld the

school’s discipline of astudent who so-
licited donationsto kill ateacher viahis
home-based website. The court found
that the school had fully investigated
the matter, the student violated clearly
posted school rulesand therewas a sub-
stantial disruption of the school’s op-
erations based on the threats. (757 A.
2d 412 (Pa. 2000)).

Theabove casesclearly indicate that
schools have limited authority to disci-
pline individuals for off-campus use of
home computers. Other ideasto control
conduct include: notifying parentsin the
case of students, contacting the Internet
Service Provider (1SP) to determineif the
conduct violatesthe | SP agreement, con-
tacting local law enforcement to see if
the conduct violates community de-
cency laws and encouraging the ag-
grieved party to institute acivil lawsuit
against the offender.

VI.AWordon Copyright Law:

Although a complete discussion of
copyright law is beyond the scope of
thisarticle, thereareafew commentsthat
should be noted regarding student and
school use of copyrighted material from
adigital medium perspective. Copyright
law extendsto all original works of au-
thorship, including software programs,
CD-ROM and web pages. Additionaly,
it is no longer required that an author
place notice on the document or register
itinorder toreceiveal of therightsenu-
merated by the federal Copyright Act.
(17U.S.C. 101, et. s2q.).

There are two important exceptions
to the Copyright Act as it applies to the
educational setting. Thefair usedoctrine
provides that the “the fair use of a copy-
righted work, including such use by re-
production in copies or phonorecords or
by any other means specified by that sec-
tion, for purposes such as criticism, com-
ment, newsreporting, teaching (including
multiple copiesfor classroomuse), schol-
arship, or research, isnot an infringement
of copyright.” Therearefour specificfac-
torsto be applied in determining whether
or not a particular use violates copyright
law: (1) the purpose and character of the
use, including whether such use is of a

[llinois Principals Association, page 5



IllinoisPrincipals Association

2940 Baker Drive « Springfield, Illinois 62703 ¢ 217-525-1383
Dedicated to | mprovement of Elementary and Secondary Education

commercia natureor isfor nonprofit edu-
cational purposes; (2) the nature of the
copyrighted work; (3) theamount and sub-
gtantiality of the portion used in relation
to the copyrighted work as a whole; and
(4) the effect of the use upon the potentia
market for or va ueof the copyrighted work.
(17U.SC.107).

Public schools also benefit from three
exemptionsunder the copyright law: face-
to-face teaching at nonprofit educational
ingtitutions, educational broadcasting and
not-for-profit performances. In the first
exception, ingtructorsmay generally read,
perform or display copyrighted material in
a face-to-face address. Instructional
broadcasting alowsthe performance of a
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non-dramatic literary or musical work for
instructional purposes. Non-profit perfor-
mances alows for the non-public perfor-
mance of non-dramatic literary or musical
worksthat are not for monetary gain. (17
U.SC.110).

Schoolswould be wiseto adopt afor-
mal policy warning students and staff of
thegeneral guiddinesunder the Copyright
Act and the consequences for illegal use
of copyrighted material. For an excdllent
discussion of copyright law, consult
Darden, EdwinC., ed., Legal Issues& Edu-
cational Technology: A School Leader’s
Guide, 2™ Edition, Chapter 4, National
Association of School Boards, 2001.

VII.Condugon:

It isthe authors hope that the above
article is helpful in communicating to
school officias some of the most impor-
tant areas of schoolhouse technology. In
closing, please note that the above mate-
rid primarily takesinto account federa law
and national trends. Your specific state
may have additional laws or regulations
that must be considered. Additionaly, it
is important to consult with your school
attorney or legal advisor beforetaking fi-
nal action with respect to any policy or
practice within your school digtrict.
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